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Components of Data Governance Framework
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https://tdan.com/data-governance-roles-and-responsibilities /24774
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DETAILED R&R'S FOR THE DATA STEWARD
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- A statement

that
articulates
Shared
Organizational
values,
underlies
strategic
vision and
mission, and
serves as a
basis for
Integrated
decision
making

Guidelines to
manage the
data lifecycle,
access,
integrity and
administration
that codify the
governance
standards and
principles

DG: Principles -> Policy -> Standards -> Processes

- 2 =

- Standards

consist of
specific low
level
Mandatory
controls that
help enforce
and support
the data
governance

policy(s).

- Step by step

Processes

activities to
Implement
policies and
standards,
Including
requirements
and
monitoring




Creating policies

* Components of policies

Policy Statement

Background/ policy rationale

Policy Scope

Roles & Responsibilities (RACI)

Monitoring

Escalation

Governance/ Oversight

Supporting Documents (Definition of Terms, Processes, Standards)
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Link policies to the implementation plan

* Launch Local Data Governance
* Assign Data Steward(s)
* Identify & Confirm Technical
* Data Steward, SMEs, Key
Stakeholders

* Launch Local Data Governance
Working Group

* Begin Policy writing process

17
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Is there a good cost / benefit case for the data? Is it
being optimally used? Does it endanger

people’s safety or privacy, or the legal responsibilities
of the enterprise? Does it support or contradict

the corporate image or the corporate message?

The proportion of data stored
against the potential for 100%.

No entity instance (thing) will be recorded

more than once based upon how that thing

UNIGUENESST S IR 8]

Are Data Governance, Data Protection,

and Data Security processes in place?

What is the reputation of the data, and is Confidence (7]
it verified or verifiable? 5

The degree to which data
represent reality from the
required point in time.

DQ

. . Data is valid if it conforms
Dlmen5|0n to the syntax (format, type,

range) of its definition.

Is the data comparable and compatible
With other data? Does it have useful
groupings and classifications? Can it be
repurposed? Is it easy to manipulate?

G
5
I3
W

s it stabl ¢ e t Timing i The degree to which data correctly
> s able yet responsive to IMing ISsues describes the ‘real world’ object or
legitimate change requests?

event being described.

Is the data understandable, simple, relevant, accessible,

The absence of difference, when comparing two or
maintainable and at the right level of precision?

more representations of a thing against a definition.
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Common Causes of Data Quality Issues

Lack of Leadership Data Entry Processes
Data entry interface
issues
List entry placement e Otale business rules
, : Changed data o :
Field overloading & Coding inaccuracies and gaps
structures
Training issues Data model inaccuracies
Field overloading
Inconsistent business :
— : Temporal data mismatches
process execution
Weak Master Data
Management
Data duplication (Single vs
Multi- sources)

|
Issues Caused by System

Data Processing Functions :
Design

|
Issues Caused bg Fixing
Issues

Incorrect assumptions Failure to enforce referential
about data sources integrity
Failure to enforce uniqueness
constraints

Changes to business
processes

20



Establish data Train data Define and
entry controls producers enforce rules

: Preventive
Demand high Implement Data nstitute formal Actions Automated

change control correction

quality data from Governance and
data suppliers Stewardship

Manually-
Root Cause Corrective directed
Analysis Actions correction
Data Quality
Management

Business Techniques Manual

Measurability -
relevance correction

Accountability
/ Stewardship Effective Quality
Data Check and
Quality Audit Code
Controllability Trending Metrics ~ Modules

Acceptability




Master Data Management Lifecycle

including definitions of associated attributes and the conditions of their use. This
process requires governance.

building and maintaining identifiers

and cross-references to enable information integration.

Consolidated
records provide a merged view of information across systems and seek to address attribute naming and data value inconsistencies.

and ensuring they are resolved and correctly associated with identifiers.

, either through direct reads, data services, or by replication feeds to
transactional, warehousing or analytical data stores.

. This process also requires governance and change management to
assure a shared enterprise perspective.




Key Processing Steps for MDM

Data Validation, : Data Sharing
Data Model Data o Entity
Standardization, and

Management Acquisitions ! Resolution .
8 q and Enrichment Stewardship

23
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Example Metadata Repository Metamodel
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Data Governance Activities

Define Data
Governance for
the Organization

Perform Readiness
Assessment

Perform Discovery and
Business Alighment

Develop Organizational
Touch Points

Develop Data
Governance Strategy

Define the DG
Operating

Implement Data

Governance
Framework

Develop Goals, - Sponsor Data
Principles, and Policies Standards and
Underwrite Data Procedures
Management Projects - Develop a Business
Engage Change Glossary
Management - Coordinate with
Engage in Issue Architecture Groups
Management - Sponsor Data Asset
Assess Regulatory Valuation
Compliance
Requirements

Embed Data
Governance
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Data Management Maturity Assessment (DCAM)

https://edmcouncil.org/

* Integration of key data management disciplines
* Data Management Strategy
* Program Design
* Organizational Change
* Dedicated Funding
* Data Engineering
* Technology Architecture
* Governance
* Collaboration

Model is made up of 7 components.

- Each components is made up of a
series of capabilities

- Each capability is made up of a series
of sub-capabilities

- Each sub-capability is defined by a
series of objectives

- All supported by artifacts of evidence

37



7 Components of the Data Management Capability
Assessment Model
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DCAM COMPONENT STRUCTURE
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DCAM - DATA CAPABILITY ASSESSMENT MODEL
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DCAM Scoring Guide
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Questions Framed in Requirements to
Achieve Capability (“5")

42



n
—
—
+~
Q
=
()
@)
-
(o]
C
—
Q
>
®)
O
(o]
<+
©
()

=

= Sustainability

Contributions to business
objectives

Reduction of risk

Improved efficiency in
operations

Achievement of goals and
objectives

Extent stewards are using the
relevant tools

Effectiveness of
communication

Effectiveness of
education/training

Speed of change adoption

Performance of policies and
processes

Conformance to standards and
procedures
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Joyadiuuaaa (Personal data)

Joyadouuaaanmins:uauaaala lisimvasorsomvdou 15U

lauus:0100USs:=518U
'zfa—uman,a * GO
* Nog
* ghaun
* voslhsawn
* WNONSSUNIIWG
* diUa
* US:DQ018UINSSY
* Joyamomsivu

* Joyadumuw

nalusounodoyavovwnoinnssulagiauwn:

52



Ua@anuauIngdyovnuloyadouuaaa

;)\ * IvWovvoyadduyaaa (Data Subject)

it e wadu@uioyadiuuaaa (Data Controller)

1
i - —— —o a1 o Yo e - — - [ ~1 v —id —_—
H s * ya@aKsSouAUA@ABLUDINDKUNNAAdUIDINYINUMSINUSOUSOU 18 KSoilualwy
Joyadiuuaaa
=, . -
= * WUs:udawavoyadduyaaa (Data Processor)

* YA@AHSOUGYAGABLAITUMSINYINUMSIAUSIUSIV T8 HSoUaIwudoyadou
UAAAMIUAIAVHSDIULNUYDLWAUAUTDUAdIUUAAA

* Noll ya@axrsouaUaaadvamItiumsavnanluitugaiuauioyadiuuaaa
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Lawful Basis in PDPA

Consent laSuaxuguyou

Scientific of Historical Research olKussadanus:avaninuonumsvamionaisus:dadmdasHSovaHNgIKaIUoUsfosUas1sIu: HSoN
INYINUMSANWIIVUKSOAN®

Vital Interest oUooAuKSos:3USUASIVGOTIN S1OMY HSOHUNWUDLUAAA

Contract iDumssutuIlioMsURUaaUEN

Public task IumsSiduiomsuguanthinlumseiiumsnoitious:fustiansisruzrSoufUuarthniumslionosy
Legitimate Interest IDumsSiulious:luslilausoudiungrunsvovgiadcuqUiDyadIUYaaa

Legal Obligation IJumsUjUuamMunnHg
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aWouyoy (Consent)

* GovlASUAMUTUYDUNDUHSDUNU:INUSIUSIUTDYadIUUaGa
* govmlaudandy (HUvdo HSo s:uudlannsolnd)

* GovIPLIANUS:avaUMSINUSIUSIU 15 HSoIUGIWY

* Govlynddu 11vv1y liHaonaso

* Joas:lumslianuduvou

* noUAIUYDUlaDUIGLIDINGMUTANS
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Joladdouuaaanianuazidyaoou

* Bor1@

® |lWIWus

* @WAGIKUNMOMSILoL
* AWIDIUANS

* @auHSoUSBIU

* WN@NSSUNIwe

* US:5@018rUINSSY

* Joyadumu @IWWMS

* JoyadKNMwISoLIU
* Jolyawusnssy

* Joyasomu

HSodoyadula ons:nugolv1WovTolA
douya@alumuoviaudnumun
ANENSSUNMISUS:MEAMKUA
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Explicit consent RSV RINEIRRN LR o

Vital interest UouNUHKSoS-:0UNTUASIUADBINHSDS1OMY

MSINUSOUSIUTONa Social protection &
douy@a@aniJady non-profit

msaiuumslassouvovovansnlinasvrimls

Preventive or
occupation medicine

az19uadoU

Manifestly made

UQIWYGOASISTU=ADH@IN—

guvoulaudaido e
Public health
dnsisunsovmUNKIIY Legal claims
Health or social care
system
UNuaaunnKuNg Archiving, scientific,

Legal obligations -
or historical research

Substantial public

interest




Preventive or
occupation medicine

Public health

Health or social care
system

Archiving, scientific, or
historical research

Substantial public
interest

PD¥MaOSUoLNUKSOOBI-a®S

MSUS:ITU@IUAILISNYOLGNDIL

msouvaylsamomsiwng

MsIHUSMIsAMUAUMWHSDALAU

MsIKUSMsMudvauavIasi:H

Us:lgsliansisnuzanuansisrudy

- MSAQUASDLIISLLIU
- msus:Nnudvay

L dadaamssnuwaiuia

MSANUYIDDYUNIVONYIAEAS dnG KSo Us:Daadaas Hsous:lusuaisisnuzou

Us:losuansisruznaary
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dnsyovIvIWoLYDYATIUUAAA

Right to Data Right to be
Portability informed

Right of

P Right of access
rectification

Right to restrict
processing

Right to object

Right to erasure

Right to be
forgotten
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MSINUSIUSOUTDYadIUUA@aINIKaLdU

KuInusousoudoyagdiuuaa@ainisavdunibisoniduvovtoyadouuaaa
[auasv

IDUIG. ..

* lansvliiwovdoyadruyaaansivlaslydnd taaoovliinu 30 Su dunasuniiu
sOusOUllala@ UYL INIDIWOLIDYATIUUAAA

* [Jumsiiusausiuioyadiuyaaanlasumsuniduliciovvoanuduyou
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nMsisKSolUaIwuvoyaddIUUAMA

* MuldksolUaiwutoyaduuaaa [aulilasuacuduvou Bunaidudioyadiu
uaaaninussussulalavlasumsuniduliaovuoauduyoy

* Ua@aKSouauaaanlasSuloyadiIuyaaa Wadu@uioyaddIuuaaav:aovluisHso
iUaiwydoyadouuaaa Iodanus:dvaou

* msisHsSoiUaiwutoyadiuuaaa Nlasuundulicovvoauduvou WadUQL
JoyadouuaaagovuunnmslsksoiUaiwuuuld
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nmisdvrSoloudoyaluovaivus:ing

Us:a@aUangmoKsoov@an1ss:KI10Us:INANSUdoYadouUa@aaovlasTIUNMSAUASoLUDYAdUUA@ANINYOWD
DunG. . .

MSUJUAMUNNHKLUY
lasSuaowduyou

o & —u — o — -

vIJuiwomsuguamMudanun
MSMAANUNUIS:HIWAIUQUUDYAdIUUAAANUUAAAKSOUAUAQADU
UJo0NUKSOS:0UDUASIUGDEIN STOMY KSOduMW

o & - P — o -
dulous:lusuansisruznaary
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Malgdoyadouyaaa
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IKW=EU SOUNLIRLIKWAIUAUSUNSIUNVIKG
azuanIinauu
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@S2pdoUMSURUAMUNNHINYAUASOLTDYAdIUUAAA s S e -
0 0 b ¥ ' O 1GvaLEIMUMYTUSIBINUIINS

dvnadE@IuUwWUNLIU

0 gUs:uawaBoliupuamuadvhlasuoing
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Personal Data Identification

Data

Discovery

Data
Proliferation

Data Risk
Level

Data

Protection

Define Personal
Data

Identify Actors
and Roles

Define
Identifiability

Access rules

Define Data
Subject

Discover
Interactions

Define Volume

Physical security

Define Identifier

(distinguishability,

traceability,
linkability)

Define the
identifier

Define Access &

Activity

Process and
Technology

Identify Sensitive
Personal Data

Define Adverse
Effect to Data
Subjects and
Organization

Identify Scope

Risk
Identification

Data Protection
Impact
Assessment
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Lawful Basis in PDPA

Consent laSuaxuguyou

Scientific of Historical Research olKussadanus:avaninuonumsvamionaisus:dadmdasHSovaHNgIKaIUoUsfosUas1sIu: HSoN
INYINUMSANWIIVUKSOAN®

Vital Interest oUooAuKSos:3USUASIVGOTIN S1OMY HSOHUNWUDLUAAA

Contract iDumssutuIlioMsURUaaUEN

Public task IumsSiduiomsuguanthinlumseiiumsnoitious:fustiansisruzrSoufUuarthniumslionosy
Legitimate Interest IDumsSiulious:luslilausoudiungrunsvovgiadcuqUiDyadIUYaaa

Legal Obligation IJumsUjUuamMunnHg
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Contract

o [~4 o - -
oduaksudruny/
mslKusns

woshsdwndissu
MSAAGOUAHUNY

Us=0amsHwaniuo
Us:lgsulumssnwn

Consent

NIVIAONYDVID WOV
Joya

lwoshsd@wnaiksu
msiaualusludu

Us5amsnwaniwols
Tuvuddy
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YIUANUTU1 Vs JIU@IUIUYDU

° Tunsruans-uaawauauammuTHnuwmumuuaua[muUs-u:)awauauaanu
mamsUgummuamnnuu y na|UumsUs-U3acuamumuamnn

* WaduquidyaliadsyoanuiugouwsIWSaIWs1:MIKWISUSMSITTD@AS
ansnnouauduyoula

* msus:udawavoyauuowinavulavlsoiudruruinuinno1Ktvavu

° U |ua|muamu1suusmsn[sowmma||a3m\)[sowmmaaouauauammﬂumUIUTHusun
Us=nuolkigndiumsnuwaiuianinaiu

» Tunsiutiidrunnaovaludo druruISuusSmss:H3 1 UdoRUlsSHWENUIA IAzdrunn
Us=nuaunmuws:ko1wwUsunuusunus:nu

* mulagudrunl WaduquGiovwISIUIAY “Dudu’Tumsus:udawalauvldioya
douuaaa
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aWouyoy (Consent)

* GovlASUAMUTUYDUNDUHSDUNU:INUSIUSIUTDYadIUUaGa
* govmlaudandv (Kivdo HSD s:uudlannsound)

* GovIPLIANUS:avaUMSINUSIUSIU 15 HSoIUGIWY

* ovliunddu 1Wvviw likaonadsw (Layout / Ul)

* Jodas:lumsiKa>guyou

* noUAIUYDUlaDUIGLIDINGMUTANS
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IUDOHIYOLNISYOAIIITULUDU

las? o:ls? ou1vlISs?
] L] L]

Uoyalnyonu Data Sanus:zavamsus:udawan —_—

- JsmsuUs:udawa
Controller SQIDUIIAZIAWIZIDIDY
Joyalnyonu DPO Joyano:qnifusoussuna:ly misigs:uudalula

misloudoyaluavus:ing

MsUAIWYGoUAAadU

Jols?

[

ssyzpatlumsdaIuioya

KINUUUKY

L]

35NoUAUTUYDU

anseno quovIvwovTDYa
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JO@ISS-O0IUNMISYAMSAUTUUOU

YoQDIWTUYDUIUD
luciovUs:udawaioya
uumiuu

vunnitiokdoyanivoaou
YOADITUUDU lla:DsMSIK
QDIWYUYOU

NYNUSINNINAZYOUIUAUDL
mmuﬁuaauswqmmalmﬁ

MHEUANISASIDAOUQI
IKU=AUIA=UDUINAUDVAI I
guyouIowIUlUSzu-HKUL

NS:UDUNSNDUAIITUYDL
@ovdapu higoonndiaou
NIKaWTUyYOL

InSuuwSouIionouaUDY
GoMuoMsidansyovIin
yovdoya lagrawrz-msnou
@WTUYDVIADEIVSIAISI

aovliavnursomikimuov
Joyalduus:lysliijonou
@AOIJYUYOU
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Legal
Obligation

(Waouauioya) Unuamu

NNHUIYNAoLMOLIAD

UsunIvvyoyan1sv1givuiGou

wUNLIUGDASSWINS

2uANSNMLYMSOUdLIDYANS
mssnssunuavdulikuduou

Usiuusiwuniswoniou

Public Task

(IMHUN) Uguanihnitio

USSaNIsSNoasiIsru:

assuinsus:udawadoyaiouigiou

Hudyvmuusiwusiumswoniou
Us:udawadoyassnssunudody

Iwolthluasiodouao
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YouIvauov DPIA

* [Judsmsho:mikanuisnus:iuanuidsviaznaaviiicuslaimsuguarsanineur
MV 4 MUNOKUIY

Description

Necessity and
Proportionality

Assessment of
the Risks

Appropriate
Measures




DPIA — Motivation in PDPA

U1AS1 30 MHUATHWAUQUUTDYAMDL
Joyalk
Muovioyansiufivwans:nuho
noulKINaaIdYKIUGOANSIA:
I@SMwyoLUAAadU

u1as1 37(1) Muualdwaouauioya
douua@aliKtn LNASMSSNUY
aUNUAVUADAAUNIKUIEN I1A:610V
NUNJULIASMS@LNaDIIoLA
iduxSoijomalulagivagunyaoly

u1as1 37(4) MrualdyauaUdoya
@ov Joyadouyaaanu
@aWIFYvho:lwans:nuaoansia:
IASNMWYDLUAAA

U1@ST 39(8) a:uas1 40(2) MmMuuaiy
wWaduqQuioyala=us:udawadoya
D100 [ao@mosnuNada
THOuasmssSnunanuluavUananun
IHU-dU

UIAST 39 2SSAAU IAzIAST 40
3ssad MHualiaadUaUIDYaNazal
Us:udawadoyav:aov
[audtivivanuidgvno:-dwans:nu
@odnsidsmwyovivwovloyadou

uaaa

UIAST 4 2SSAa MHKUAIKWaIUQU
Joyadouuaaanlasugnidums
AMIUUMSMUISSANDU OV ms
SnwawiuavUasanudoyadou
Ua@AKIUUUMULIASTIUG DY




NsUs:udawatoyanuaUIdYLTL

* nsrinUMsUs:udawadoyaddu
UQQQDLI0NINOUIAIYUSUU
Saludd soufivmsrfusiuwzp o
msUs-u?awamona13aowa|Uun1s
a@duldNALWaNMLNYHUIYHSD
dowanuuyaharuNMuUavIauINUGD
ua@a

. nsrunumsUs-u:)awauauamuau
Lnnn|Uuuauanaaulmhsauaua
US:DQ0181UINSSY

* NSUNIUUMSASIDASMAICQUUN
) ' (~4
18IS IUOULINDLIVITUS:UU

TUUUIN

Joya >'

=
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Monitoring and
review

Documentation
and planning

Measures to
mitigate

DPIA
Identification

DPIA Process

Risk assessment

Description

Consultation

Necessity and
proportionality
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1. DPIA Identification

* WAUAUTDYAAISUDAIIKUDIN DPO Tumsus:iouin:Govdan DPIA HSol

* Junnigwalla:nMsaaauioaonaiold

79



2. Description

amuwilazanunuzuov

N ature msifiusousoudoya Context IHdvdoyadouUaaa

Joyadouyaaa

Usuiruna:zaoy ol s:au@MUaISHiums
- (=3 » v v - - - . > .
msvainuyoya mslsvoya SRNE R R e anuu:yoLAAUUIUS @UQUUDYAEUUAOA

HaNKa1wyovUoya > : GEEEeR L e a
. UaganUl.!ﬂﬂa NuUIDWovYoadduUUaaa Uovivyovyoladdu
douua@a oos

wnansnifivioya gnlaSudoya S=AUIIAzAUNYDOL S=yzIDAWoLVMS S:QUAIAIGHILUDL Udoyaduyaaavov

n']sUs:UDawaﬁaua Us:uz)awaﬁaua |5’|U0060gaﬁﬁdan'ls (I‘J:’IU']:)‘HEO(I‘J:’IUS']:U']D
- - Us:udawadoya KSoli

. . o o nadnsTIRaNed MLy ARA
wUs:udawavoya s:yzDAWAINUTDYA D’IUDLIUODID'IUE)\)l wunigonuadaasn " - awnaKimunalul@d u
Joyadouuaaan [l msus:ucawadoua S HSoLMSMSANW
- o msus:udawadoyaluu s "
INuIUOL asouaauluno ooiu - Uaoanymvaisauinan
INYd>ToL
- inalufaginuntsiums L ye 3
VIaSMSaWUaDANY . szlemMmanadnazlf5udusy
Us:udawavola S SURGE . . -

e de w o UmsupuaamuuIasgIu

UssEURTuioSantiosa 0 g gAruAndeyavTadinnlng s

HSoluUUGaNINgdTo
YoVASISTU: S
) ) HSoli
Uovanmiklacuidoo

gono:liwans:nueo

ansiIasmwyovyaaa

nNSs=uSUMSIVUIKLNIS

Tuus:udawadoya
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3. Consultation

* Data subject

* Data processor

* Internal stakeholders
* Independent experts

* Data Protection Agency
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4. Necessity and proportionality

* msus:udawadoyadiuuaaadvnadrulildwadwsnus:avarsoli otiols

* fizovmudursolinaisna Ntumslémuauadsiolfldwadwsnus:avaiaudiu
e ulumsus:udawavoyamMUNNHIIY

e uomulovnuldliimsus:udawadoyanluKuizay

* IUOMYAITUNISITOUS:NUATUMWYIDLTOLA

e IuOMoItUMsIoUs:AUMsdamuioyamnoudu (data minimization)

* IuOMYMSsISvToyamsus:udawadoyaninudiovININYovLToA

* IUOMuAItUNISIliosovSuMsigansuovINUoLTOYA

* @sMsitious:RumMsuUguaauiuaouToLEUS:UdaWaloyadoUUAAA

* IASMSAUASOLMSHLYDYAS:HIWUS:ING

82



5. Risk assessment

mikldahusalsanslacau
au@ds NLNIYUANS@

mikldauisaiiinousms

e HSoldufomauivouio
IJudouad lazansou
mikliannsnauaums miKgnaousoyua@a
TBviugoyadouyaaavov mikgnidonupua (identity theft) HSo
aule Haonadvla

MIKINaAUIAUHIY
nionsiou

MiKINaaWIdUHKIYIN
BoIdYL

miKINaaUIduHKI0IN
s1oMmy

mikgruideanuau

mirdoyaduyaaanciu
ns:usuMmsiiwoioya
(pseudonymization)
ansns:yauaaala

Wans:=nudUu Mo
Idisygnola:doauni
uydany




6. Mitigating measures

* mshidsaifudoyauiods:inn

* MsaauouauovmMsUs:udawalolya

* Msaas:yzPaINMSYAINUToNaA

* msiunasmsninalufadioasulasany

* Ms@nousuU@AINSIKAMNSNUSITUANUIFUVIADAMSANUIFUDIG

* misiwvdoyarSomsmikdoyaliainsns:uaouaaala

* msmHKuaIUUUGMUluIlioaaaIFuY

* msiuduaduRGItiuMslauuUVEIToNUNIUMSUS:UdAWaaIuS:UUS AUl
* msidinalufagnianeonu

* msdalriidoanavmsléioyasounu (data sharing) Adamu

* msusuusoioyalsvidiounydiuuluuIgNIsauasovioYadoUUAAa

* msdalrilisoomvninuovdoyadouuaaaaiuisnidonnoluliacudugou
* MsYaKUSs:UUDUDYAUEAINIINIDWOVTDYAdIUYA@AIUNSIEANSUDLIV
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7.

Documentation and planning

IWUNO=AIUUUIASNISIWUIOY

AWIFYLMO qlaSuMsYaMsiHaaav
KSomvalkKualUKSoodlus:auuousula

MWSJUYoLAIdULNIKADDY (residual
risk) MuKaLINNTMSIUUIGSMISEIV 4

HawanlautumsmuaIUIRULoY
DPO HSolvwovloyaddouyaaa Hson
Usnuidu

NSUNUaWIFUOgLIHADDY Tadwditu
No=aovUsnuyiKisonudunvIu
AUASOLYDYAdAIUYAAANDUND=A IS
antumsaolula

8. Monitoring and review

* AOMUGASIDADUIIA-NUNOUNMS
aiguNmsaMuliwuliazuiasnmsnla
21NNMsm DPIA
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Data Mapping

https://medium.com/@ldeea/gdpr-data-map-template-31da34ca39d0



https://digital-health.blog/2019/07/19/privacy-by-design-theoretical-principle-or-development-methodology/
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Consent Management

https://www.pwc.in/consulting/technology/data-and-analytics/govern-your-data/insights/a-blueprint-for-robust-consent-management.html
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Cookie
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Pseudonymization

Anonymization

Suppression

Generalization

Encryption
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Identity and Access Management (IDAM)

Identity Management

User Management Application and Data

Passwords
Role and responsibility
Administrator privilages

* Applications
* Directory
* Files
 Data
Identity And Access Management

(IDAM)
right access to right user at right time

Authorization
* Role Based
* Rule Based
o Attribute Based
+ Remote Authorization

Access Management

Authentication
« Single Sign On (SS0)
» Session Management
Strong Authentication

https://ebrary.net/26660/computer_science/ldap_active_directory
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ISO/IEC 27701 Structure

* A. Reference control objectives for controllers
* B. Reference control objectives for processors
* C. Mapping to 1SO29100

* D. Mapping to GDPR

* E. Mapping to 1SO27018 and 1SO29151

* F. How to apply I1SO27701 to 1SO27001/2



ISO/IEC 27701 — Important Extension

* Context
* Applicable legislation
* Needs and expectations of interested parties
* Management system scope (InfoSec + Pll)

* Risk assessment
* Risk assessment aka PIA
* Risk treatment

* PIMS
* Policies (now including PlI)
* ISMS Roles (ref. CISO + now DPO)
* Training and awareness (everyone involved in Pll treatment)
* Data breaches (GDPR)
* Encryption, secure disposal
Identity Management (part of access control)
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ISO/IEC 27701 — Important Extension

* PIMS

* Information Backup

* Event logging

* Log protection

* System development & acquisition (see module 7 & 8)

* Test data
* [DO NOT USE PII for test data (use dummy or synthetic)

* INCIDENT MANAGEMENT (ref. GDPR data breaches)

96



ISO/IEC 27701 — Important Extension

* 7. Guidance for controllers

* Purpose definition

* Lawful basis

* Consent management

* PIA

* PII Process contracting

* Subject rights ("PIl principal")
* Information
* Object to processing

* Copy of PH data
* Request handling

* Privacy by design (GDPR = "data protection by design")
* Privacy by default (GDPR = "data protection by default")
* Data minimization principles

* Accuracy & quality

* De-identification & disposal

* PIl sharing, transfer & disclosure
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ISO/IEC 27701 — Important Extension

* 8. Guidance for processors
* Agreement (to delegate obligations)
* Marketing & advertisement
* Conflict of interest (or legal conflicts)
* Temporary files
* Pll transfer & disposal
* transfer between jurisdictions
* Disclosure requests
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